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Safe environments 

Children have the right to get information that is important to 

their wellbeing from radio, newspapers, books, computers, and 

other sources. Adults should make sure that the information 

children get is not harmful and help them find and understand 

the information they need. (Convention on the Rights of the 

Child, Article 17) [12] 

National Principle 8 Physical and online environments promote safety and wellbeing while 

minimising the opportunity for children and young people to be harmed 

8.1 Staff and volunteers identify and mitigate risks in the online and physical 

environments without compromising a child’s right to privacy, access to 

information, social connections and learning opportunities. 

8.2 The online environment is used in accordance with the organisation’s code of 

conduct and child safety and wellbeing policy and practices. 

8.3 Risk management plans consider risks posed by the organisational settings, 

activities and the physical environment. 

8.4 Organisations that contract facilities and services from third parties have 

procurement policies that ensure the safety of children and young people. 

Actions 
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Physical environments 

The Standards for the Care of Children and Adolescents in Health 

Services aim to ensure that quality care is provided in an environment 

that is safe and appropriate for the age and stage of development of a 

child or young person. [115]

The National Quality Framework (NQF) provides a 

national approach to regulation, assessment, and 

quality improvement for early childhood education, 

care, and outside school hours services across 

Australia. [116]  

The Department observes these standards and 

supports their application to service provision, 

ensuring that the physical environment is safe, 

suitable, and promotes learning and development. 

[115] [117]

The following principles have been adapted from the 

Standards for the Care of Children and Adolescents 

in Health Services and the NQF: [118] [119] [120] 

[121] 

Safe people 

• leaders set expectations about behavioural

standards interacting with children in physical

and online environments

• workers and parents are provided information

about risks in the physical environment, such as

grooming and other forms of abuse

• children and young people are provided

information about safety and regularly

encouraged to tell workers about negative

experiences

• children and young people are cared for by

workers specifically trained to meet their

physical, psychosocial, developmental,

communication and cultural needs, and

• staffing ratios are optimised.

Visibility 

• physical environments, including outdoor

environments, are altered to increase natural

lines of sight while respecting a child or young

person’s right to privacy

• a ‘no-closed door’ approach is adhered to as

appropriate, while respecting a child or young

person’s right to privacy

• appropriate supervision is always applied,

including during transportation and off-site

activities

• surveillance equipment is used in high-risk

environments where natural surveillance is not

feasible

• risk assessments identify areas where adults

have opportunities to interact with children

unsupervised

• higher-risk areas such as change rooms, cars,

boarding facilities, and offsite locations are

managed using specific safety measures, such as

spot checks and logbooks

• secure areas such as storage are not used for

care purposes to prevent isolation of children

and young people, and

• access to external communication options,

including telephones and internet is readily

available.

Facilities 

• areas are clean, well-lit with adequate lighting

and temperature control, adequately ventilated
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• areas, furniture, and equipment are safe, clean,

well maintained and age-appropriate

• entertainment and education materials are

developmentally age-appropriate and protect

children from psychosocial harm, and

• relevant standards and regulations are adhered

to.

Privacy 

• age-appropriate separation of facilities for

children, young people, and adults is undertaken

• children and young people have adequate

spaces for sleep, rest, and relaxation, including

appropriate soundproofing as required

• effective illness and injury management and

hygiene practices are promoted and

implemented, including isolation areas for

infectious patients, and

• admission of young people considers their

psychosocial history, relevant medical history,

individual wishes, and their suitability to be

accommodated in either a paediatric or an adult

ward.

Access control 

• monitoring the presence of workers, visitors,

carers, and contractors at all times is

undertaken

• robust admission and release procedures are

undertaken

• facilities for parents or caregivers to stay nearby

to their child are provided

• areas are solely utilised for the provision of

health services by the Department

The Department will support risk reduction in 

physical and online environments through the 

development and implementation of risk assessment 

and management tools, audit and monitoring tools, 

trend analysis, and adherence to best practice 

standards and statutory obligations. [122] 

National Construction Code 

The Department complies with the National 

Construction Code (NCC), comprising the Building 

Code of Australia and Plumbing Code of Australia. 

The NCC is produced and overseen by the 

Australian Building Codes Board. 

The NCC is a performance-based code that sets the 

minimum required level for the health, safety, 

amenity, accessibility, and sustainability of Department 

facilities. It aims to maximise patient safety in parallel 

with the NSQHS Standards. 

The NCC is legislated within Tasmania in relevant 

building and plumbing legislation. It is a nationally 

consistent code, with variations, additions, or 

deletions applied in accordance with state legislation. 

The Department is bound to meet health and safety 

requirements, building regulations and quality 

assurance standards under the NCC. [123] 

The Building Act 2016 (Tas) regulates the 

performance and standards of building, demolition, 

and plumbing work in Tasmania, including work 

approval processes, and all work must comply with 

the NCC. [124] [125] 

NSQHS Standard Action 1.29 states: 

The health service organisation maximises safety 

and quality of care: 

a. through the design of the environment

b. by maintaining buildings, plant, equipment, 

utilities, devices, and other infrastructure 

that are fit for purpose [126]

The Department supports the undertaking of a risk 

assessment of all infrastructure programs and 

activities at the design stage and at intervals 

throughout establishment to better protect children 

and young people from harm. 

Australasian Health Facility Guidelines 

The Australasian Health Facility Guidelines (AusHFG) 

provide information to assist health services and 

design teams to plan and design health facilities in 
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accordance with best practice. They support the 

delivery of optimal patient care through provision of 

an appropriate physical environment. 

The aims of the AusHFG are to: [127] 

• assist with the design of safe health facilities that

provide privacy and dignity for patients, support

contemporary models of care and the needs of

carers, visitors, and staff

• maintain public confidence in the standard of

health facilities

• achieve affordable solutions for the planning and

design of health facilities, and

• promote built solutions that minimise recurrent

costs and encourage operational efficiencies.

The Department is informed by the AusHFG when 

planning and constructing health facilities. 

Australian Standards 

The Department ensures that any products, services, 

and systems used are safe, reliable and consistently 

perform as intended by selecting those that meet 

minimum quality and safety criteria as determined by 

Australian Standards. [128] [129] [130] [131] [132] 

Health Products Regulation Group 

The Department acknowledges the role of the 

Health Products Regulation Group (HPRG) in 

safeguarding and enhancing the health and wellbeing 

of children and young people.  

Appropriate information sharing arrangements are 

maintained to support the regulation of the safety, 

quality, efficacy, and timely availability of all 

medications, medical devices, biologicals, combination 

products and controlled drugs.  

The HPRG comprises the Therapeutic Goods 

Administration and the Office of Drug Control. [133] 

[134] 

Online environment 

Online environments are crucial to the efficient and best practice 

delivery of health services. These environments provide children and 

young people with new ways to communicate, learn, create, and 

contribute to their health and wellbeing. 

Digital environments carry risks, including: 

• privacy

• illegal content

• harassment

• cyber abuse/cyberbullying

• misuse of personal data

• social engineering

• grooming, and

• child sexual abuse. [135]

Due to the advancing nature of technology, online 

protection mechanisms need to be adaptive and agile 

to remain effective. 

The Department takes a holistic approach to 

responding to potential threats and harms to the 

safety of children and young people in its care. When 

managing online environments, the Department 

upholds the best interests of children and young 

people as a primary consideration and identifies how 

the rights of children can be protected and respected 

in the digital environment. 
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Ensuring children and young people’s right to privacy, 

best practice care, and healthy development in 

relation to online and physical environments is guided 

by the Department’s child safe approach and relevant 

protocols. 

The Department is committed to the provision of 

safe, age-appropriate, inclusive, and participatory 

digital environments for children and young people 

that observe the principles of the Recommendation 

of the Council on Children in the Digital 

Environment: [136] 

• fundamental values

• empowerment and resilience

• proportionality and respect for human rights

• appropriateness and inclusion, and

• shared responsibility, co-operation, and positive

engagement.

Online security features 

The Department supports the implementation of the 

‘Essential Eight’ Strategies to Mitigate Cyber Security 

Incidents developed by the Australian Cyber Security 

Centre (ACSC). The Department also draws upon 

other best practice control frameworks, including the 

National Institute of Standards and Technology 

(NIST) Cybersecurity Framework and the Australian 

Signals Directorate (ASD) Information Security 

Manual to protect Departmental information and 

systems from cyber threats. 

These guidance resources and mitigation strategies 

assist the Department to protect users against a wide 

range of cyber threats unique to the online 

environments used by the organisation. [137] [138] 

[139] 

Safety and content filters 

The Department applies content filtering for email 

and internet browsing across the organisation. Access 

to the Internet is filtered and audited using the 

Networking Tasmania Internet Filtering service. This 

service is intended to reduce the likelihood of people 

accessing web sites that are not permitted under 

Departmental policy, risky or illegal. [140]  

The Department’s content filters block access to the 

following major content categories: 

• inappropriate content, and

• potentially dangerous or unlawful content.

Inappropriate content 

The filter protects users of the Department’s 

network against inappropriate content that falls 

under the following categories: 

• extreme

• gambling, and

• pornography.

Potentially Dangerous or Unlawful 

Content 

The filter protects users of the Department’s 

network against potentially dangerous or unlawful 

content that falls under the following categories: 

• browser exploits

• consumer protection

• malicious downloads

• potentially unwanted programs (PUPs)

• potential criminal activities

• malicious sites

• potential hacking/computer crime

• spyware/adware/keyloggers

• phishing

• SPAM URLs

• parked domains

• potential illegal software

• discrimination

• historical revisionism

• P2P/file sharing

• school cheating information

• anonymisers

• anonymising utilities, and

• residential IP addresses. [141]
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Health Information Management 

Services

The Department’s Health Information Management 

Services (HIMS) ensures the Department operates in 

accordance with approved Australian Standards 

when managing health information. 

Functions undertaken by HIMS include: 

• providing and maintaining an efficient record

storage system in which information is kept safe

from loss, damage, and unauthorised access

• collecting and disseminating health information

in accordance with Departmental policies and

statutory requirements

• providing advice and guidance for records

management to all workers including design,

retention, storage and disposal for medical and

corporate records

• timely preparation, retention, and maintenance

of medical records

• ensuring the design and content of the medical

record meets Australian Standards and the

needs of users, and

• undertaking, applying, and advocating for quality,

accurate, and reliable health information data.

Robust data access and management practices can 

support safety, quality improvement, and research. 

Access to patient health data must be appropriately 

reviewed, authorised, conducted, monitored, and 

governed.  

HIMS is responsible for the approval and provision of 

access to data for activities including: 

• quality assurance and auditing

• clinical record review

• service planning and development

• benchmarking

• education

• patient care, and

• research purposes. [142]

Monitoring 

HIMS provides information and training to all 

workers on a range of topics, including: 

• personal information protection and

confidentiality

• alert registration and management

• documentation basics

• clinical coding, and

• NSQHS Standards relating to health

information management. [143]

Remote access

Remote access to the Department’s network, 

including the ability to connect to systems from 

multiple locations or outside Departmental sites is 

overseen by, and facilitated through, the Government 

service provider, Networking Tasmania. [144]  

Telehealth and web conferencing 

Digital health service delivery is an ever-increasing 

modality of critical importance, particularly given 

Tasmania’s regional, rural, and remote status. The 

Department expects workers to follow 

Departmental policies and guidance when engaging in 

digital health technologies. [145] [146] 

Office of the eSafety Commissioner 

The Office of the eSafety Commissioner is an 

independent statutory office that was created by the 

Enhancing Online Safety for Children’s Safety Act 

2015 (Cth). It coordinates and lead the online safety 

efforts across government, industry, and the 

not-for-profit community. [147] 

The Office of the eSafety Commissioner provides  

reporting functions to protect users of digital 

environments, including: 

• Cyberbullying Scheme (children and young

people)

• Adult Cyber Abuse Scheme

• Online Content Scheme (illegal and restricted

content), and

• Image-Based Abuse Scheme. [148]
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Procurement and third-party providers 

The Department accounts for child safety and wellbeing when 

considering all third-party services, including where contact with children 

and young people is incidental or not standard to the funded activity. 

A collaborative approach is taken with third-party 

providers to manage the safeguarding of children and 

young people in the delivery of its services. Providers 

will be supported to ensure they uphold the best 

interests of children and young people in practice and 

encouraged to implement the National Principles in 

their workplace where appropriate. Providers that 

implement the National Principles will be 

demonstrating their leadership and commitment to 

child safety and wellbeing. 

The Department recognises that each provider will 

have challenges and risks unique to their specific 

context when considering the safety and wellbeing of 

children and young people that they interact with. 

Each provider has a responsibility to play an active 

part in identifying risks and developing their own child 

safe approach.  

Whilst the Department encourages providers to 

utilise existing training and guidance on becoming a 

child safe organisation, each individual approach must 

be developed with the specific needs and 

vulnerabilities of the children and young people the 

organisation interacts with in mind. Organisational 

practice and policy directives should be tailored to 

reflect the level of risk inherent in the activities 

undertaken by the provider. 

When complying with the National Principles, the 

Department acknowledges that providers need to 

maintain a balance between risk management and risk 

aversity and ensuring that the rights and wellbeing of 

children and young people are upheld. 

Partner agencies or organisations funded to provide 

goods and services through the Department are 

required to demonstrate adherence to Departmental 

policies and practices through the application of 

standard clauses within all funding agreements. 

Standard clauses within funding agreements provide 

scope for the Department to request 

documentation, enter premises, and undertake quality 

and safety audits or reviews of the provider’s 

compliance with any of its specified clauses, including 

those relating to children and young people.  

Parameters are set to require providers to institute 

robust procedures to ensure the engagement of ‘fit 

and proper’ personnel, including but not limited to 

credentialling, background and reference checks, and 

training. All personnel, regardless of how they are 

contracted, are subject to the same recruitment and 

selection rigour. Funding agreements also encompass 

Working with Vulnerable People (Children) 

Registration as determined through legislation. 

Under these agreements, providers are mandated to 

report concerns to the Department in line with 

policy directives and to comply with their own 

legislative and statutory requirements. 

These requirements also apply to all downstream 

personnel, partners and subcontractors who are 

engaged by a funded partner to perform any part of 

a related activity, including where working with or 

contact with children and young people is identified. 

Subcontractors are required to comply with the 

same terms and conditions that apply to the provider 

through funding agreement clauses. 

The Department has the capacity to suspend or 

terminate of funding arrangements, refuse to engage 

personnel or require them to be replaced where 

non-compliance with funding agreements and 

Departmental policies and procedures is identified, 
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including where a risk to a child or young person’s 

safety and wellbeing is identified.  

Funding agreements are monitored and evaluated 

during implementation, at regular intervals through 

the life of the agreement, and upon completion as 

part of a quality management approach. 


